The Maniac

| was looking for a developer to help update an iOS App that | had originally created. | was
skeptical about some of the foreign developers because | had communication issues in the past
that resulted in a subpar software update. So, to hopefully avoid this and to work with
someone that had a good understanding of English, | narrowed my search and ended up
choosing a Canadian, Tony Stewart. He had some good reviews on the Upwork contracting site.

Tony was charging $60/hr, which was more than other developers but he said he could finish
the project in well under 40 hours (52000 budget). We started working and he created the very
first part of the project, a simple task, but billed me a lot of hours (20 hours). | was a bit worried
about this since the project had just started, but opted to allow him to bill the 20 hours.

Two days later, | received this email from Upwork:

| replied that | may be naive but Tony seemed to be trying to work toward the project. Then
again, he did bill a lot of hours for a very easy part of the project. Tony must have been alerted
by Upwork as well...he started sending me a bunch of messages:



This worried me. Why is this guy all of a sudden bombarding me and why does he immediately
want money from PayPal. So, now | think this guy is possibly a scammer but he also knows how
to write software. | had noticed that a hosting site he used was from Russia, but this may be a
coincidence because you can pay for a host site from anywhere. | threw him a bone in case he
actually wanted to actually finish the project:



He replied:



At this point, | received an email reply from Upwork:

So, this guy is definitely a scammer. At this point | pulled access on my server to “Tony”. | sent
him an email that was basically breaking ties with him:

He got pretty mad at this point and started sending me a slew of messages via Upwork and
Skype. He started accusing me of stealing all of his code even though he never shared any of it
with me.



So, | had tried to break ties in my prior email. He never sent me any code so there is no way |
could be stealing anything. It seemed like an attempt to get me to pay money. He then replied
to my prior email and what he sent me was pretty interesting:



| think he sent me an actual scanned passport, so | boxed off the numbers here. I’'m guessing
this is just one of the aliases he uses to do his illegal business. Notice that the Upwork picture is
similar to his passport; it’s probably the same guy and he had a bunch of information about
him. | was kind of questioning if | made a mistake here when he sent me the passport showing
the same photo. | would feel really bad if this was actually him and | commented about his
English skills.

However, then the Skype messages started coming:






He actually did a bit more work on the project for some reason. The problem is, | can’t trust this
guy. Plus, he was demanding | send him money via PayPal for the whole work which would be
me sending him $2000+ without receiving anything yet. This is what Upwork was warning me
about, “non-delivery of work”.

So, my options were to block this guy and move on with my life or to hand-over information
about him to Upwork, the Government of Canada (fraudulent use of a passport), and the U.S.
FBI. Since | was free for the weekend | opted to keep chatting with him. | was hoping to get
more information to share with the authorities and also to waste his time so he couldn’t spend
it scamming other people. But, it worked out way better than | expected...



What | did here was start a PayPal transaction to the email address he gave me, then took a



screenshot. | found a PayPal error message and just pasted it on top then edited the text with
Photoshop. You can see by the time stamps this only took a few minutes.

He then gave me another alias email address and | did the same thing...then a third alias email.






In the meantime, | had emailed all this information to Upwork and suggested they forward to
the FBI. | also contacted the Canadian Government via their website with the information about
the passport being used for scams. | later filled out a report myself with the FBI.

“Tony” was confused why | couldn’t send him money, so | had to come up with a story to keep
this going:

| looked up these emails and they were clearly for other people, so they were likely stolen email
addresses that he was using for alias purposes. The last one was for a domain registrar with a
P.O. Box in Dallas, Texas. Yet another red flag against this guy.

At this point | was wondering if this scammer would actually send me money. Despite my
attempts to make him bail out and all these PayPal “issues”, he kept talking to me.



There’s no way this guy is going to send me $50. | figured he would bail out at this point, which
is fine because | got enough information and sent it along to the authorities.



Wait a second... He just sent me a screenshot from his computer that has a past PayPal
transaction. It also has a list of emails, including one that | sent him. The timestamp on the
email is 6:06am. There is no way | could have sent that to him anywhere near that time zone
because | have to be at work at 6am and don’t do side business at work.



So, “Tony” is a time zone that is 13 hours ahead of me. Definitely not in Canada. A quick check
and that time zone contains Beijing, Shanghai, Hong Kong, Manila, and Singapore.

He sent me a PayPal request, which came to me via “Nan Hu”. That’s not a very Canadian name.
Well, might as well keep up the theme that my PayPal is having issues. | put an error message
on his request that he was not a verified business partner.









Yep, Nan Hu actually sent me $50. I’'m not including his actual mailing address, but it was from
the Jilin province in China. This guy was definitely trying to scam all along.

| joked about the “beer money” showing up. | figured this would be the end; he would get mad,
reverse the payment, and move on. | got this email the next day:















| honestly can’t believe this guy is still chatting with me. Poking fun at his name, a bad racist
joke, wasting his time to drink beer...I can’t get rid of this guy no matter how hard I try.






So, | sent Nan Hu a request for $1,250 but then sent him a picture that looked like | sent him
the money. | figured this would confuse him and waste some more time...and | was right.












| sent him another request, this time for him to send me $1000 (making it $2200 total).






This is the part where “Tony” figured out | sent him money request instead of sending him
money. | don’t think that made him very happy.






Doubt he caught that | was using some Drake lyrics. If you know the song where those lyrics
come from, check out the first couple lines...





















Nan tried to reverse the payment he sent me. When the email from PayPal arrived, | shared all
the information about him being a scammer. PayPal was waiting for Nan to respond and a few
days later | got an email:



The Maniac: 1
The Scammer: 0



